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Seismic Impact 

Dead Ahead!

▪ General Data Protection 
Regulation (GDPR)

▪ Data Protection Bill 2018

▪ E-Privacy Regulation



Data Protection Bill (February 2018)

https://www.oireachtas.ie/documents/bills28/bills/2018/1018/b1018s.pdf

https://www.oireachtas.ie/documents/bills28/bills/2018/1018/b1018s.pdf


Focus of the GDPR

• Giving Data Subjects more control

• Making Data Controllers/Processors more 
accountable

• Making personal data processing more 
transparent

• Reducing personal data security vulnerabilities

• Co-operation between Supervisory Authorities 
on cross-border processing



What’s largely unchanged in GDPR

 Concept of Personal Data

 Acts of Processing

 Data Protection Principles

 Definitions of Data Controller/Processor



Personal Data

▪Data from which the data 
subject can be identified

▪Data which relates to the 
data subject



Name

PPSN

Address

Bank, Credit Union A/C Number

Mobile Number

Email Address

Medical Card Number
Car Registration

Personal Data



Racial Origin

Physical / Mental Health

Religious Belief Political Opinion

Trade Union Membership

Criminal Convictions

What is Sensitive Personal Data?



Definition of Processing (Article 4.2)

▪ Collecting
▪ Recording
▪ Organising
▪ Structuring
▪ Storing
▪ Adapting
▪ Altering
▪ Retrieving

▪ Consulting
▪ Using
▪ Disclosing
▪ Disseminating
▪ Aligning or combining
▪ Restricting
▪ Erasing
▪ Destroying



The 8 Principles of Data Protection

Obtain and 
process 

information 
fairly

Keep it only 
for one or 

more 
specified, 

explicit and 
lawful 

purposes

Use and 
disclose it 

only in 
ways 

compatible 
with these 
purposes

Keep it safe 
and secure

Keep it 
accurate, 
complete 

and up-to-
date

Ensure that 
it is 

adequate, 
relevant 
and not 

excessive

Retain it for 
no longer 

than is 
necessary 

for the 
purpose or 
purposes

Give a copy 
of his/her 
personal 

data to that 
individual 
on request



Definition of Data Controller (Article 4.7) 

“the natural or legal person, public 
authority, agency or other body which, 
alone or jointly with others, determines 
the purposes and means of the processing 
of personal data”



What does all of this mean? 

If you’re any kind of a business operation, 
public body, charity, sports club etc that 
does almost anything imaginable, to 
information relating to an identifiable 
person, for whatever purpose, in 
whatever way, the GDPR applies to you!!



What’s new in GDPR

 Accountability – demonstrating compliance
 Transparency – providing information pre-processing
 Risk-based mandatory data breach reporting (72 hours)
 Strengthened ‘Consent’ obligations 
 New and enhanced Data Subject rights
 Administrative Fines
 Data Protection Officer (DPO) for certain organisations



Fair Processing

Essentials:
✓ consent of data subject 
or 
✓ other legitimate basis e.g. 

statute, contract, legitimate 
interest 

And
✓ Processing must be 

proportionate and fair



Enhanced rights for individuals 

Subject Access Rights – no fee – 30 days to comply

Right to rectification

Liability and Compensation

More Control 



Accountability

• General 

• Data Retention

• Data Security 

• Dealing with Access and other Requests

• Monitoring

• CCTV

• Direct Marketing

• Payment Processing

• Cookies

• Website Privacy

Policies & 
documented 
procedures 
in place to 
cover all 

areas



Transparency

Tell 
individuals 
how you will 
use their data



Transparency Requirements

At the time when personal data are obtained provide 
the data subject with information on;

 Identity of controller and DPO
 Purpose of processing and legal basis
 Recipients of the data
 Data transfer arrangements
 Retention period
 Right of access
 Right to withdraw consent
 Right to lodge complaint with SA
 Details of the contractual or statutory basis
 Details of automated decision-making



Transparency in Action

o Privacy policy

o Avoiding ambivalent terms

o Presentation and signposting

o Visualisation tools (icons, seals etc.)

o Testing intelligibility



Right of Erasure (‘right to be forgotten’) 
(Article 17)

“The data subject shall have the right to 
obtain from the controller the erasure of 
personal data concerning him or her without 
undue delay….” 
Provided;
 No longer necessary or
 Consent is withdrawn or
 Data subject objects or
 Unlawfully processed
 Obligation to erase under EU or MS law



Right to Object (Article 21)

“The data subject shall have the right to 
object…..at any time to processing of 
personal data….which is based on….”

o Performance of a task carried out in 
the public interest or in the exercise 
of official authority vested in the 
controller (Article 6(1)(e))

o Legitimate interests of the controller 
(Article 6(1)(f))

o Direct marketing/profiling



Administrative Fines

▪ Article 83

▪ Up to €20m or 

▪ 4% of global turnover for the 
preceding financial year 



Mandatory Breach Reporting

Make sure you have the 
procedures in place to 

detect, report and 
investigate a data 

breach.





Top 5 Breach Report Categories 2016

1. Unauthorised Disclosures

2. Postal Disclosures

3. Electronic Disclosures

4. Website Security

5. Other Security Related Issues



Top 5 Complaint Types 2016

1. Access Rights (56%)

2. Disclosure

3. Electronic Direct Marketing

4. Unfair Processing

5. Failure to secure data



DPC Annual 
Report 2016



Annual Report 2011 – Case Study 9
Unlawful use of CCTV to remotely monitor an employee. (1)

• Complaint received re inappropriate use of a CCTV system by 
employer (leisure centre). DS cited 2 separate occasions, 3 months 
apart, when he received phone calls from his employer who was not 
on the premises at the time. The employer allegedly described to him 
what he had been doing at a particular time (remote cctv). 

• DPC requested DC to immediately confirm that it would cease the 
practice of monitoring employees - remotely via CCTV live feed or on-
site. DC provided a commitment that its employees would not be 
monitored remotely or by other means using CCTV. 



Annual Report 2011 – Case Study 9
Unlawful use of CCTV to remotely monitor an employee. (2)

• At the request of the complainant, a formal decision in March 2011  -
the leisure centre contravened Section 2(1)(c)(ii) of the Data 
Protection Acts by the further processing of CCTV images which were 
stated to have been obtained for security purposes in a manner 
incompatible with that purpose.

• Any monitoring must be a proportionate response by an employer to 
the risk he or she faces taking into account the legitimate privacy and 
other interests of workers.



Themes: 2016 audits

CCTV Policy and Signage: If an organisation is considering the use of CCTV, 
one of the key requirements that must be satisfied is the transparency of the 
system. Section 2D of the Acts requires that certain essential information is 
supplied to a data subject before any personal data are recorded, including 
the purpose for which the system is in operation and the identity of the data 
controller. This is achieved by having a documented CCTV policy and by 
placing easily read and well-lit signs in prominent positions.
Data Retention
Section 2(1)(c) of the Data Protection Acts 1988 and 2003 provides that a 
data controller shall not retain personal data longer than is necessary for the 
purpose or purposes it was obtained. In determining appropriate retention 
periods for personal information, data controllers must have due regard for 
any statutory obligations. If the purpose for which the information was 
obtained has ceased and the personal information is no longer required, the 
data must be deleted or disposed of in a secure manner.



Membership Data (1) 

• the identity of the persons who are collecting it
• to what use the information will be put
• the persons or category of persons to whom the 

information will be disclosed.

Only the minimum necessary personal data should be 
sought. The data that is being sought is appropriate to the 
reason for which it was sought. An organisation must be 
able to show that each piece of personal data sought from a 
person is needed for a legitimate reason. 



Membership Data (2) 

If a sports club or leisure centre has data about members 
and wishes to use it for a new purpose (which was not 
disclosed and perhaps not even contemplated at the time 
the information was collected), they are obliged to ask 
individuals for their consent to indicate whether or not they 
wish their information to be used for the new purpose. 



Communicating with Members 

When using e-mail, use the bcc facility

Contacting members in relation to activities associated with their membership 
VERSUS contacts of a marketing nature.
• Capture the consent of individuals to be marketed (or not) from the outset of 

the relationship.

• Clarity and transparency should be demonstrated with regard to the channels 
through which an individual might be contacted as there are specific legal 
requirements with regard to electronic communications. 

• All e-mail and sms messages should contain an 'unsubscribe' opt-out at the 
bottom of each e-mail message.

http://www.dataprotection.ie/docs/DIRECT_MARKETING_–
_A_GENERAL_GUIDE_FOR_DATA_CONTROLLERS/905.htm

http:///
http:///


Data Retention 

Section 2(1)(c) of the Data Protection Acts 1988 and 2003 
provides that a data controller shall not retain personal 
data longer than is necessary for the purpose or purposes 
for which it was obtained.
e.g. Garda Vetting- “vetting disclosures should be routinely 
deleted 1 year after they are received except in exceptional 
circumstances. In case of future queries or issues in relation 
to a vetting disclosure, the reference number and date of 
disclosure may be retained on file and this can be checked 
with An Garda Síochána”. 
https://www.dataprotection.ie/docs/Guidance-Note-on-data-protection-considerations-when-vetting-
prospctive-employees/m/1095.htm

https://www.dataprotection.ie/docs/Guidance-Note-on-data-protection-considerations-when-vetting-prospctive-employees/m/1095.htm


A Resourced and Effective Regulator

2013

2016

2017

2018

€1.7m

€4.7m

€7.5m

€11.7m

Funding Staff

30
2013

Almost

100
2017



Challenges for Data Controllers/Processors

o Feeling overwhelmed!

o Lack of guidance on specific issues

o Understanding of personal data

o Evaluating ‘risk’ and ‘high risk’ for 
Breach reporting

o Controller/Processor agreements

o Retention policies



GDPRandYOU.ie



www.dataprotection.ie

info@dataprotection.ie

Thank You

@DPCIreland

http://www.dataprotection.ie/

